
Aviva Cyber 
Insurance  
Our proposition overview 



Cyber is increasingly becoming a key risk as businesses and industries 
continue to see a shift towards digitalisation to drive efficiencies whilst 
opening up the ability to trade on a global scale. 

Most criminal activity isn’t specifically targeted to a particular business 
or industry, with tools often used to search the internet for any system 
vulnerability. This means any businesses small or large can be targeted 
and sometimes, more than once.  Recent Aviva research highlighted that 
two-in-five businesses were concerned about operational disruption 
problems and loss of data – and a third were worried about the direct 
financial impact and losing consumer confidence.1

Meanwhile, with 46% of businesses experiencing a cyber security breach 
or attack in the last 12 months2 the increasing awareness means that the 
demand for cyber insurance is expected to grow.

Our Cyber Insurance proposition looks to combine comprehensive 
cover, alongside expert support – throughout the cyber value chain –  
to provide a simple, broad and affordable coverage for businesses  
with turnovers up to £250 million.

A increasing need 
for cyber insurance

1 Source: Aviva commissioned YouGov research, 2020 
2 Source: Cyber Security Breaches Survey 2020, DCMS Refer to Footnote 1. 
Footnote 1: Contains public sector information licensed under the Open Government Licence v3.0.

1 Cyber Security Breaches Survey 2020, DCMS 

  Footnote 1: This source contains public sector information licensed under  
the Open Government Licence v3.0.

2Action Fraud statistics, December 2020
3 Coronavirus-related fraud reports up 400% in March, Action Fraud press release, 2020 
4 Phishing dominates UK cyber threat landscape, shows analysis of latest ICO 
figures, CybSafe press release, 2020 
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https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2020
https://www.actionfraud.police.uk/alert/coronavirus-related-fraud-reports-increase-by-400-in-march
https://www.cybsafe.com/press-releases/phishing-dominates-uk-cyber-threat-landscape-shows-analysis-of-latest-ico-figures/
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2020


Cyber Insurance from Aviva removes the complication from protecting against cyber-attacks. We provide comprehensive cover for first party, 
third party and reputational management costs, alongside comprehensive support - throughout the cyber value chain.

Our proposition to you and your clients 

Broad appetite and capacity 
•  Our appetite means  we can 

accommodate a wide variety of businesses 
with a turnover of up to £250m

•  Indemnity limits available range from 
£25,000 to £5m

Breadth of cover 
•  We continually review our coverage 

against customer and market challenges  
to make sure we’re always delivering the 
simple, broad and affordable coverage 
your clients need

No hidden surprises 
•  Jargon-free policy wording and conditions 
•  No proposal forms up to £50m turnover

 Clear, comprehensive 
coverage

Post-breach

*Available for risks over £5k spend and subject to acceptance and availability  
**Limits can be increased subject to additional information and premium

Access to Aviva experts and third party 
specialists to provide training and 
innovative solutions to help:

Understand Cyber Risks 
Access to cyber security consultancy  
for larger mid-market clients*

Prepare against cyber threats 
Achieve the government-backed Cyber 
Essentials accreditation via CyberSmart 
and access crisis simulation exercises 
through HorizonScan at preferential rates

Stay informed   
Access to a wealth of Aviva risk 
management material and resources 

  Find out more about  
Aviva Risk Management Solutions.

Cyber loss prevention services 
and training

Access to 24/7/365 
incident response helpline

Providing a rapid response with access to 
specialist help when it’s needed most. 

Dedicated incident manager 
•  To co-ordinate an incident from the 

outset, bringing in the right experts 
when necessary and providing a single 
focal point to ensure exceptional levels 
of service

Cyber panel expertise 
•  Access to a panel of expertise from 

IT forensics to privacy lawyers and 
reputational experts

No excess 
•  For any expert guidance or initial  

advice obtained

Response analysis and 
loss mitigation

Proactive follow-up with analysis of 
the incident, following a loss, to help 
improve the resilience of IT systems and 
prevent a similar event reoccurring.

Resilient Improvements 
•  Cover for the additional costs to 

improve the resilience of your 
computer system up to 15% of 
corresponding claim up to £25,000**

BreachPre-breach
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https://cybersmart.co.uk/aviva/
https://www.horizonscanbcp.com/aviva-2/
https://www.aviva.co.uk/risksolutions/


Protecting your clients’ businesses 
with cyber insurance

98% of businesses rely on some form of digital solution; whether that’s 
cloud storage, email, online banking, a web presence or a digital supply 
chain.1 While all these are incredibly useful, they also provide several 
avenues for  cybercriminals to potentially exploit.

Our comprehensive wording allows your clients to continue to 
operate with confidence; with the flexibility to increase covers 
and limits as their business grows.

*Limits can be increased subject to additional information and premium 
1Source: Cyber Breaches Security Survey 2019, DCMS 
Refer to Footnote 1.

Breach Response

First Party – Business Loss  

Third Party – Liabilities

External Cyber Crime 

Breach Response

Experts 
•  Cover for the costs of an incident manager, 

specialist IT forensics and legal support to 
guide you through a cyber event. 

•  Experts will identify the type of attack and the 
extent of the damage, and if data has been 
compromised, they will resolve the attack and 
support with any regulatory reporting required. 

Notification costs  
•  Cover for the costs to notify and provide 

credit or identity fraud monitoring services to 
individuals affected by a data security breach. 

•  Also includes the costs of reporting events to 
the regulator. 

Reputation management  
Cover for the costs of public relations 
consultants to minimise adverse publicity 
following a cyber event. 

Resilient improvements 
Cover for the additional costs to improve the 
resilience of your computer system following a 
loss, to prevent a similar incident in the future. 
15% of corresponding claim up to £25k.* 

Criminal reward   
Cover for a reward, paid by you, which leads to 
a conviction or the recovery of a financial loss 
following a covered cyber event. 
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https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2020


IT systems and data 
Reinstate, recreate or restore data, software  
or websites and repair or replace damaged 
Computer equipment following a virus, hack 
or denial of service attack.  

Cyber extortion 
Expenses to respond to actual or threatened 
compromise of the insured’s network or  
data, including ransom payments (where 
insurable by law).

Business interruption 
Cover for loss of revenue and additional 
increase in cost of working, including loss 
of future customers due to reputational 
damage, following a cyber event. 

Outsourced service providers  
Business interruption cover extends to 
include interruption to your contracted 
providers of information technology, 
data hosting or data processing services 
as standard. 

System failure 
Cover for loss of income and additional 
expenses as a result of an unintentional 
and unplanned malfunction or outage of 
your computer equipment – up to £25k 
as standard.*

Manufacturing and other industrial processes  
Cover extended to include cyber events 
which affect  industrial control systems –  
up to £25k limit.*

Optional customers and suppliers 
extensions 
For larger risks we can provide cover for loss 
of revenue and increased costs of working 
caused by a cyber event affecting the 
computer equipment of your client’s 
suppliers or customers. 

First Party – Business Loss  

Breach Response

First Party – Business Loss  

Third Party – Liabilities

External Cyber Crime 

98% of businesses rely on some form of digital solution; whether that’s 
cloud storage, email, online banking, a web presence or a digital supply 
chain.1 While all these are incredibly useful, they also provide several 
avenues for  cybercriminals to potentially exploit.

Our comprehensive wording allows your clients to continue to 
operate with confidence; with the flexibility to increase covers 
and limits as their business grows.
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*Limits can be increased subject to additional information and premium 
1Source: Cyber Breaches Security Survey 2019, DCMS 
Refer to Footnote 1.

Protecting your clients’ businesses 
with cyber insurance

https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2020


Breach Response

First Party – Business Loss  

Third Party – Liabilities

External Cyber Crime 

Third Party – Liabilities
98% of businesses rely on some form of digital solution; whether that’s 
cloud storage, email, online banking, a web presence or a digital supply 
chain.1 While all these are incredibly useful, they also provide several 
avenues for  cybercriminals to potentially exploit.

Our comprehensive wording allows your clients to continue to 
operate with confidence; with the flexibility to increase covers 
and limits as their business grows.

Data privacy and confidentiality 
Cover for claims made against you due to:

•   breach of confidence or misuse of individuals’ 
private information or personal data

•   breach of data protection legislation

•   loss or disclosure of third party confidential 
commercial information.

Regulatory fines and penalties  
Cover for lawfully insurable regulatory fines 
and penalties, including legal costs, following 
a breach of data protection regulations. 

Network security  
Cover for claims made against you due to your:

•  negligent transmission of a virus

•   failure to prevent unauthorised access that 
results in a denial-of-service attack.

Multimedia  
Cover for claims made against you due to 
copyright infringement, defamation, libel, 
slander and costs to remove online media 
to minimise a loss.

•   Media Removal costs – cover for costs  
to remove online content which avoids 
a multimedia liability claim being made 
against you. 

Payment card industry  
Cover for the fines, penalties and assessment 
costs resulting from non-compliance with 
Payment Card Industry Data Security 
Standards due to a breach of personal data.
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*Limits can be increased subject to additional information and premium 
1Source: Cyber Breaches Security Survey 2019, DCMS 
Refer to Footnote 1.

Protecting your clients’ businesses 
with cyber insurance

https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2020


Breach Response

First Party – Business Loss  

Third Party – Liabilities

External Cyber Crime 

External Cyber crime

98% of businesses rely on some form of digital solution; whether that’s 
cloud storage, email, online banking, a web presence or a digital supply 
chain.1 While all these are incredibly useful, they also provide several 
avenues for  cybercriminals to potentially exploit.

Our comprehensive wording allows your clients to continue to 
operate with confidence; with the flexibility to increase covers 
and limits as their business grows.

Unauthorised use of computer equipment 
Cover for financial loss resulting from 
the unauthorised use of your computer 
equipment by a third party. 

Social engineering fraud  
Cover for financial loss resulting from a third 
party inducing or deceiving your employee 
by impersonating or claiming to be another 
person or organisation entitled to the funds.

Funds transfer fraud 
Cover for financial loss resulting from a 
fraudulent instruction sent to your bank. 

Telecommunications fraud 
Cover for charges payable to your 
telecommunications supplier due to the 
unauthorised use of your  telephone systems. 

Corporate identity fraud 
Cover for the costs and expenses incurred 
to reinstate public records following 
fraudulent modification, alteration or theft 
of your identity. 

Theft of personal money 
Cover for the loss of personal money due to 
unauthorised access to the business network. 
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*Limits can be increased subject to additional information and premium 
1Source: Cyber Breaches Security Survey 2019, DCMS 
Refer to Footnote 1.

Protecting your clients’ businesses 
with cyber insurance



Data-led simplicity and 
streamlined processes

Obtain instant quotes with limited 
(or no) question sets for existing 

policy holders

No proposal forms for risks with  
annual turnovers up to £50m

Cyber education for 
you and your handlers

Access to training around the key 
trends in the cyber market including 
technical product training; available 

face-to-face or online

One policy wording 
traded your way

Available across e-trade, Fast Trade 
and our regional branch network

Can be purchased standalone or as 
part of a package to serve your clients 

more efficiently

Access to dedicated 
cyber expertise

Access to specialist underwriters 
aligned locally across  our regional 

branch network

Instant referrals and support via live 
chat for digital quotes and renewals

We are committed to continued innovation and investment to ensure 
we provide simple, affordable protection alongside exceptional service 
and support; helping you and your clients trade, adapt and evolve in an 
increasingly complex cyber landscape.

The Aviva Difference
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As one of the UK’s largest commercial insurers, we have the scale and 
stability, alongside a rich 325 year history, to provide certainty that we will 
be around when you and your clients need us, now and for the future.

1 Aviva Annual Report 2021, published March 2022 on aviva.com
2 Source: S&P Insurer Financial Strength Rating for Aviva Insurance Limited

About Aviva PLC

This document contains general information and guidance only and may be superseded and/or subject 
to amendment without further notice. Aviva has no liability to any third parties arising out of this 
communication whatsoever and nor shall any third party rely on them. Other than liability which cannot 
be excluded by law, Aviva shall not be liable to any person for any indirect, special, consequential or other 
losses or damages of whatsoever kind arising out of access to, or use of, or reliance on anything contained 
in this communication. This document may not cover every risk, exposure or hazard that may arise and 
Aviva recommend that you obtain specific advice relevant to your circumstances.

Aviva Insurance Limited, Registered in Scotland Number 2116. Registered Office: Pitheavlis, Perth PH2 0NH. 
Authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and 
the Prudential Regulation Authority.

£30.2 billion
in claims and  
benefits paid1  

18.5 million
customers across 
our Core markets1  

AA-
(Stable financial 

strength)2

If you have any further queries regarding 
cyber security or Aviva Cyber Insurance, 
please speak to your usual underwriter 
or sales contact. Alternatively, you can 
visit our Aviva Broker website. 

https://connect.avivab2b.co.uk/broker/commercial/small-business/cyber/



